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(EJ» Summary

ﬁechnical and scientific development has led to an increase in the amount of information available in \
research and studies, and preserving this information from theft and penetration has reinforced the
need to pay attention to information security, starting with defining the security policy that regulates
the work of users on the network and their permissions, in addition to hardware and software such as
firewalls and intrusion Detection and prevention systems, network intrusion traps(honeypots), and
anti-virus programs. coordination between these technologies and their continuous updating will
protect the network from any intrusion. Attackers have the advantage of developing faster, and have
the malicious methods they use to gain access to networks while the development of hardware and
anti-software is slow, which requires an increase in cost and update time, and a huge burden on
institutions. Attackers seek to penetrate university and institute networks to obtain information and
steal intellectual properties and research by exploiting some of the security vulnerabilities in these
networks. Universities and research centers lack to share information about any attack they may be
exposed to with the rest of the universities, which is useful in knowing the nature of the attack and its
causes and taking the methods that contribute to preventing or mitigating it in the rest of the
universities in the event of a similar attack. Being an integral part of this educational field, we have
developed a model for research, detection and analysis of penetrations that depends on the use of
intrusion detection and prevention systems based on taking advantage of the honeypots and capable
of capturing electronic attacks and analyzing them and sharing the results of the analysis with other
networks in real time, benefiting from the advantage of machine learning techniques, and
virtualization and thus Cost and time savings because these systems are open source and free.
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